
 

 

A D
 

M
U
Del
Feb

 Dell Tech

Monito
Using 

l Product Grou
bruary 2014 

 

 

hnical Wh

oring
 Dell S
up Services 

ite Paper 

g Dell 
 Supp

 

 Force
ortAs

e10 E
ssist 

 Ethernnet Swwitchhes 



 

 

2 Monitoring Dell Force10 Ethernet Switches Using Dell SupportAssist | Version 1.1 | February 2014 

 

 

 

 

 

 

 

THIS WHITE PAPER IS FOR INFORMATIONAL PURPOSES ONLY, AND MAY CONTAIN TYPOGRAPHICAL ERRORS AND 

TECHNICAL INACCURACIES. THE CONTENT IS PROVIDED AS IS, WITHOUT EXPRESS OR IMPLIED WARRANTIES OF 

ANY KIND. 

© 2014 Dell Inc.  All rights reserved. Reproduction of this material in any manner whatsoever without the express 

written permission of Dell Inc. is strictly forbidden. For more information, contact Dell. 

 

Trademarks used in this text:  

Dell™, the Dell logo, Dell Boomi™, Dell Precision™ ,OptiPlex™, Latitude™, PowerEdge™, PowerVault™, 

PowerConnect™, OpenManage™, EqualLogic™, Compellent™, KACE™, FlexAddress™, Force10™ and Vostro™ are 

trademarks of Dell Inc.  Other Dell trademarks may be used in this document. Cisco Nexus®, Cisco MDS®, Cisco NX-

0S®, and other Cisco Catalyst® are registered trademarks of Cisco System Inc. EMC VNX®, and EMC Unisphere® are 

registered trademarks of EMC Corporation. Intel®, Pentium®, Xeon®, Core® and Celeron® are registered trademarks of 

Intel Corporation in the U.S. and other countries. AMD® is a registered trademark and AMD Opteron™, AMD 

Phenom™ and AMD Sempron™ are trademarks of Advanced Micro Devices, Inc. Microsoft®, Windows®, Windows 

Server®, Internet Explorer®, MS-DOS®, Windows Vista® and Active Directory® are either trademarks or registered 

trademarks of Microsoft Corporation in the United States and/or other countries. Red Hat® and Red Hat® Enterprise 

Linux® are registered trademarks of Red Hat, Inc. in the United States and/or other countries. Novell® and SUSE® are 

registered trademarks of Novell Inc. in the United States and other countries. Oracle® is a registered trademark of 

Oracle Corporation and/or its affiliates. Citrix®, Xen®, XenServer® and XenMotion® are either registered trademarks or 

trademarks of Citrix Systems, Inc. in the United States and/or other countries. VMware®, Virtual SMP®, vMotion®, 

vCenter® and vSphere® are registered trademarks or trademarks of VMware, Inc. in the United States or other 

countries. IBM® is a registered trademark of International Business Machines Corporation. Broadcom® and 

NetXtreme® are registered trademarks of Broadcom Corporation. Qlogic is a registered trademark of QLogic 

Corporation. Other trademarks and trade names may be used in this document to refer to either the entities claiming 

the marks and/or names or their products and are the property of their respective owners. Dell disclaims proprietary 

interest in the marks and names of others.  



 

 

3 Monitoring Dell Force10 Ethernet Switches Using Dell SupportAssist | Version 1.1 | February 2014 

Table of contents 
Introduction ........................................................................................................................................................................................... 4 

1  Discovery and inventory ............................................................................................................................................................... 5 

1.1  Prerequisites ......................................................................................................................................................................... 5 

1.2  Discovery range configuration ......................................................................................................................................... 5 

2  Discovering Force10 Ethernet switches ................................................................................................................................... 8 

2.1  Setting up SNMP on the switch for successful discovery ....................................................................................... 10 

2.2  Setting the trap destination on the Switch ................................................................................................................. 10 

3  Configuring SupportAssist .......................................................................................................................................................... 11 

3.1  Default Credentials ........................................................................................................................................................... 11 

3.2  Custom Credentials .......................................................................................................................................................... 12 

4  Alerts in OpenManage Essentials ..............................................................................................................................................14 

4.1  Alert threshold ....................................................................................................................................................................14 

5  Case creation and execution of the collection tool ............................................................................................................. 17 

6  Configuring periodic collection ............................................................................................................................................... 18 

7  Sending system logs manually (collection on demand) ......................................................................................................19 

7.1  Troubleshooting Send System Logs failure .................................................................................................................19 

Conclusion ........................................................................................................................................................................................... 20 

 

 



 

 

4 Monitoring Dell Force10 Ethernet Switches Using Dell SupportAssist | Version 1.1 | February 2014 

Introduction 

Dell SupportAssist is a remote support application providing proactive support capabilities that help 

identify and resolve issues faster and more accurately. It integrates with Dell OpenManage Essentials, and 

enables transparent visibility to your server, storage, and networking infrastructure, and proactively 

identifies hardware failures in your IT environment. 

SupportAssist is designed with automated proactive features to help streamline support process steps, 

maintain your systems’ health, and identify hardware failures faster and more accurately. 

The key features of SupportAssist include: 

 Remote monitoring for critical hardware alerts. 

 Automatic collection of diagnostic logs and configuration information. 

 Automatic case creation and alert notifications through email. 

 Proactive support from a ProSupport Engineer, who has the information required to start resolving 

your case immediately. 

 

SupportAssist gives you more oversight and control over your environment without the hassle of manual 

processes and more time. Equipping your OpenManage Essentials server with SupportAssist is voluntary, 

recommended for ProSupport and ProSupport Plus contracts and results in improved support, products, 

and services designed to meet your needs. 

OpenManage Essentials interacts with supported devices that are to be monitored and receives SNMP 

traps. The SNMP traps are periodically retrieved as alerts by the SupportAssist application. The alerts are 

filtered using various policies to decide if the alerts qualify for creating a new support case or updating an 

existing support case. 

All qualifying alerts are securely sent to the SupportAssist server hosted by Dell, for creating a new support 

case or updating an existing support case. After the support case is created or updated, the SupportAssist 

application runs the appropriate collection tools on the devices that generated the alerts, and uploads the 

log collection to Dell. 

The information in the log collection is used by Dell technical support to troubleshoot the issue and 

provide an appropriate solution. 

This technical white paper provides information about monitoring Dell Force10 Ethernet switches using 

Dell SupportAssist. The following are the high-level areas covered: 

 Steps to perform discovery and inventory 

 Configuring credentials in SupportAssist for Force10 Ethernet switches 

 Alert processing 

 Case creation in SupportAssist for an alert 

 Sending system logs manually 
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1 Discovery and inventory 
Discovery and inventory aids understanding of what hardware and software are installed across your 

organization and is the most basic step to effective systems management. Areas such as license 

compliance, health monitoring, security and upgrades, and migrations all require the networked hardware 

to be available to the System Administrator on a single console to help ease the process. OpenManage 

Essentials provides these capabilities to initialize the discovery and inventory process and perform required 

actions on these devices. 

1.1 Prerequisites 
The following are the prerequisites for performing discovery and inventory: 

Credentials: The discovery process in OpenManage Essentials communicates with the Force10 Ethernet 

switches using SNMP protocol. You  will  be required to provide the SNMP community string during the 

discovery process. 

Force10 device setup: There are a few settings to be performed on the managed nodes to make them 

discoverable over the network. For more information, see the Making Your Environment Manageable with 
Dell OpenManage Essentials technical whitepaper at delltechcenter.com/ome. 

1.2 Discovery range configuration 
This section provides information about providing a discovery range for discovering devices in 

OpenManage Essentials. 

i. In OpenManage Essentials, navigate to Manage Discovery and Inventory. 

The Discovery Range Summary page is displayed. 

ii. Under Discovery Ranges, right-click All Ranges, and click Add Discovery Range. 



 

 

6 Monitoring 

Figure

iii. 

Figure

Addit

Range

can b

Figure

 Dell Force10 Eth

 Discove 1

Specify the

that you c

 Sample 2

ionally, an Im

e which is de

be imported u

 Sample 3

hernet Switches 

very Range W

e IP ranges o

an provide. 

le IP ranges 

mport functio

efined in a .cs

 using this met

le .csv file 

 Using Dell Supp

Wizard 

of devices in t

 

nality provide

sv file format,

thod is 500. 

portAssist | Versio

 the environm

 

ed in OpenM

 as shown in 

 

on 1.1 | February

ment. The follo

anage Essent

 Figure 3. The

 

y 2014 

owing are ex

tials helps wi

e maximum n

amples of va

th importing 

 numbers of d

 

lid IP ranges 

 a Discovery 

 devices that 

 



 

 

7 Monitoring 

The fo

Disco

 

Figure

i. 
ii. 
iii. 
iv. 
v. 
vi. 

 Dell Force10 Eth

ollowing exa

overy Range W

 Specife 4

In the IP a
In the Nam
In the Sub
Click Add.

Repeat ste

Click Next

hernet Switches 

mple demon

 Wizard. 

fying an IP ran

ddress/range
me field, prov

bnet mask fie

 

ep i to step iii

t to proceed.

 Using Dell Supp

strates addin

nge 

e field, type t

vide a range n

ld field, type 

, to add more

 

portAssist | Versio

ng a discovery

 the IP address

 name (option

 the correct s

e discovery ra

on 1.1 | February

y range using

s range. 

nal). 

subnet mask.

anges. 

y 2014 

g SNMP proto

 

ocol with thee Add 

 



 

 

8 

2 

 

Monitoring 

Dis
To dis

i. 
ii. 
iii. 
iv. 

NOT

v. 

 

Figure

 Dell Force10 Eth

scoverin
scover Force

In the IP a
In the Nam
In the Sub
Click Add.

TE: Repeat ste

Click Next

 Specife 5

hernet Switches 

ng Forc
10 Ethernet s

ddress/range
me field, prov

bnet mask fie

 

ep i to step ii

t to proceed.

fying an IP ran

 

 Using Dell Supp

e10 Eth
 switches: 

e field, type t

vide a range n

ld, type the c

i, to add mor

 

nge 

portAssist | Versio

hernet s

 the IP address

 name (option

correct subne

re discovery r

on 1.1 | February

switche

s range. 

nal). 

et mask. 

 ranges. 

y 2014 

es 

 



 

 

9 Monitoring 

vi. 
vii. 

Figure

viii. 
ix. 

Figure

 

 Dell Force10 Eth

In the SNM
Type the c

 SNMP e 6

Click Next
In the Disc

 Discove 7

hernet Switches 

MP Configura
 community n

 configuratio

t to proceed 

covery Range

very Range A

 Using Dell Supp

ation screen,

ame in the G

on screen 

 with the defa

e Action scre

Action 

portAssist | Versio

 select the En
Get communi

ault settings u

een, select on

on 1.1 | February

nable SNMP 
ity field. 

 until the Disc
ne of the opt

y 2014 

 discovery op

covery Range
ions, and clic

ption. 

e Action scre

ck Finish. 

 

 

en. 

 



 

 

10 Monitoring Dell Force10 Ethernet Switches Using Dell SupportAssist | Version 1.1 | February 2014 

2.1 Setting up SNMP on the switch for successful discovery 
1. Log in to the Force10 switch. 
2. Run the en command to enter exec mode. 
3. Run the config command to enter configuration mode. 
4. Run the following command to set the SNMP configuration:  

snmp-server community public rw 
5. Run the following command to enable the traps: 

snmp-server enable traps  

6. Run the exit command to exit the configuration mode. 
7. Run the following command to copy the running configuration to the start-up configuration: 

copy running-config startup-config 

2.2 Setting the trap destination on the Switch 
1. Log in to the Force10 switch. 
2. Run the en command to enter exec mode. 
3. Run the config command to enter configuration mode. 
4. Run the following command to set the trap destination in the switch.  

snmp-server host <trap_Destination_IP> traps version <1|2c|3> public udp-
port 162  

5. Run the exit command to exit the configuration mode. 
6. Run the following command to copy the running configuration to the start-up configuration:  

copy running-config startup-config 
 

 

The Force10 Ethernet switch you discovered is displayed in the device tree in OpenManage Essentials. 
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4 Alerts in OpenManage Essentials 
Dell OpenManage Essentials administrators can monitor the health of discovered assets through a 

centralized, easy-to-use dashboard and through automated, custom alerts. The dashboard provides an  

at-a-glance view and a scoreboard displaying the health and well-being of the infrastructure. 

4.1 Alert threshold 
The alert threshold specifies under what conditions the alert should cause a support case to be created (or 

appended). The syntax resembles a programming method and optionally may take additional arguments 

to refine its behavior.  

Currently there are two possible values: 

 FirstMatch () – The case should be created/appended each time this alert is detected. 

 Occurs (count,duration) – The case should be created/appended only when the alert has occurred 

so many times within a specified duration. 

 

The duration argument of the Occurs threshold defines a relative time in days, hours, minutes, and 

seconds and is formatted as dd-hh:mm:ss. The following are some examples of the Occurs threshold and 

their descriptions 

Table 1 Examples of Occurs threshold 

Example Description 

Occurs (5,1-00:00:00)   Create/append a case if the alert occurs 5 or more times within the previous 1 
day 

Occurs (3,0-05:00:00)   Create/append case if the alert occurs 3 or more times within the previous 5 
hours 

Occurs (8,1-12:00:00)   Create/append case if the alert occurs 8 or more times within the previous 
day and a half 

Valid duration values – Days: 0 to 365, Hours: 0 to 23, Minutes: 0 to 59, Seconds: 0 to 59 

Policies which specify the Occurs () threshold instruct the SupportAssist server to retain the timestamps of 

each alert. With each new alert occurrence, the SupportAssist server evaluates if the number of alerts 

within the duration exceeds the count, and if so, creates/appends the case. The timestamps are discarded 

to ensure the Occurs () threshold will not append the case until an entirely new set of alerts are received 

which fulfills the criteria. 
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Table 2 Examples of Policy file details 

Policy Property Description Example 

clientType The type of client reporting the alert “OME” 

eventSourceType The source of the alert “.1.3.6.1.4.1.6027.3.1.1.4” 

trapId The trap identifier “32” 

eventId The event identifier (null) 

severity Severity of the alert “MAJOR” 

description Description of the alert “The agents generate this trap when a power 
supply major alarm is issued.” 

autoCase Indicates if the alert should be 
processed 

True 

alertThreshold Policy filter when the case is created “FIRST MATCH()” 

deltaSeverity Severity code passed to delta “3” 

 

Alerts with the following Enterprise OIDs for clientType OME are processed as alerts from Force10 
Ethernet switches: 
.1.3.6.1.4.1.6027.3.1.1.4  
.1.3.6.1.4.1.6027.3.22.4  
.1.3.6.1.4.1.6027.3.2.2.1  
.1.3.6.1.4.1.6027.3.20.2  
.1.3.6.1.4.1.6027.3.19.1.4 

 

SupportAssist processes all the alerts with Force10 OIDs, but only some specified alerts are considered to 

create a case (Service Requests or SR) provided they have Auto Case as “Yes” as shown in the following 

policy table. 

Table 3 Policy table with threshold 

Name Description Trapid Eventid Severity Autocase Alert threshold 
Resolution 
type 

1.3.6.1.4.1.6027.3.1.1.4 Force10 32 (null)  Major 1 First Match() FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 36 (null)  Minor 1 First Match() FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 37 (null) Warning 1 Occurs(10,0-05:00:00) FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 39 (null)  Warning 1 Occurs(10,0-05:00:00) FA 

1.3.6.1.4.1.6027.3.1.1.4  Force10 43 (null)  Major 1 Occurs(5,00-01:00:00) FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 44 (null)  Info 1 Occurs(5,00-01:00:00 FA 
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1.3.6.1.4.1.6027.3.1.1.4 Force10 45 (null) Critical 1  First Match() FA 

.1.3.6.1.4.1.6027.3.1.1.4 Force10 56 (null) Warning 1 FirstMatch() FA 

.1.3.6.1.4.1.6027.3.22.4 Force10 7 (null) Normal 1 Occurs(5,0-01:00:00) FA 

.1.3.6.1.4.1.6027.3.2.2.1 Force10 1 (null) Warning 1 Occurs(10,0-00:30:00) FA 

.1.3.6.1.4.1.6027.3.20.2 Force10 1 (null) (null) 1 Occurs(10,0-00:05:00) FA 

.1.3.6.1.4.1.6027.3.20.2 Force10 2 (null) Critical 1 Occurs(10,0-00:05:00) FA 

.1.3.6.1.4.1.6027.3.19.1.4 Force10 5 (null) Warning 1 FirstMatch() FA 

.1.3.6.1.4.1.6027.3.19.1.4 Force10 8 (null) Normal 1 FirstMatch() FA 

.1.3.6.1.4.1.6027.3.19.1.4 Force10 3 (null) Warning 1 Occurs(5,0-01:00:00) FA 

.1.3.6.1.4.1.6027.3.19.1.4 Force10 1 (null) Critical 1 FirstMatch() FA 

.1.3.6.1.4.1.6027.3.19.1.4 Force10 7 (null) Critical 1 Occurs(5,0-01:00:00) FA 

 

Currently SupportAssist OpenManage Essentials (OME) 1.3 (release), supports the following Force10 

Ethernet switches: MXL, S4820T, S50, Z9000, S5000, and S6000. 

Limitation in S-series and M-Series devices 
Due to a known limitation in the Force10 S-series and M-series devices, certain alerts from Force10 S-

series and M-series devices have been mapped in SupportAssist as generic alerts. When a support case is 

created because of these alerts, the alert description in the SupportAssist dashboard and the email 

notification may contain generic information which may not be indicative of the exact problem with the 

device. 

 

The generic alert mapping is also applicable to Force10 E-series and C-series devices. 

 

The following table provides a summary of the changes made to the policy table to handle these alerts. 

The changes have been made for OID .1.3.6.1.4.1.6027.3.1.1.4 and TrapIDs 1, 2, 3, 4, and 5. 

 

Name Description Trapid Eventid Severity Autocase Alert threshold 
Resolution 

type 

1.3.6.1.4.1.6027.3.1.1.4 Force10 1 (null)  Critical 1 First Match() FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 2 (null)  Normal 0 First Match() FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 3 (null) Warning 1 Occurs(5,0-01:00:00) FA 

1.3.6.1.4.1.6027.3.1.1.4 Force10 4 (null)  Warning 0 Occurs(10,0-05:00:00) FA 

1.3.6.1.4.1.6027.3.1.1.4  Force10 5 (null)  Critical 1 First Match() FA 
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